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Sift Service Privacy Notice

Effective: April 15, 2019

Previous Service Privacy Notice available here

OUR COMMITMENT TO PRIVACY

Sift Science, Inc. (“Sift”, "we" or “us") respects your privacy and wants you to be informed
about what we do. Sift provides a suite of digital trust and safety products (the “Sift
Services”) designed to help online businesses (our “Customers”) detect and prevent fraud
and other malicious behavior on their digital properties, such as their websites and mobile
applications (“Customer Sites”).

This Service Privacy Notice (this “Notice”) explains who we are and how we collect, share,
and use personal information about you when: (i) you use the Sift Services as an authorized
end user under our Customer’s (your employer'’s) account (“Authorized User"); or (ii) you
interact with any of the Customer Sites that use the Sift Services as a digital end user (“End
User”). We also include information about how you can exercise your privacy rights. You"
may be an End User and/or Authorized User depending on the context.

Please note that this Notice does not describe our collection and use of personal information
when visitors access our website. For information about how we collect and use information
via our website (www.sift.com and its subdomains), please see our Website Privacy Notice.

Quick links

We recommend that you read this Notice in full to ensure that you are fully informed. However,
if you would like to access a particular section of this Notice, then you can click on the
relevant link below to jump to that section.

« PART I. GENERAL INFORMATION AND KEY TERMS
o Who we are
o How the Sift Services work
« PART Il. WHAT WE COLLECT AND HOW WE USE IT
o (A) END USERS
» Information We Collect About End Users
= How We Use End Users Information and the Legal Bases
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= How We Use Tracking Technologies to Collect Information about End Users
o T(BY AUDEIORIZEDAISERS and other tracking technologies for analytics,
personalisaiiformatior WedColledo Aot Aathcrized Usérs ality. Click here to learn
more or changewoWeddsk kuthdtized Dsersitiforinatiorband the)icegab Basés Sift's use
o (C) SHARING INFORMATION WIT#THRD PARTIES
PART IIl. INTERNATIONAL TRANSFERS, SECURITY AND DATA RETENTION
o Processing of personal information in the US and other territories
o EU-US and Swiss-US Privacy Shield Frameworks
o Security safeguards
o Data retention
PART IV. YOUR PRIVACY RIGHTS
o Access, review, change, update or delete your information
o Objection to processing of, or requesting restriction or portability of personal
information (EEA residents)
o Unsubscribe from our mailing list
o Withdrawal of consent
o Right to complain to a data protection authority
PART V. OTHER IMPORTANT INFORMATION
o Children and sensitive information
o Changes to this Notice
PART VI. HOW TO CONTACT US
o Contact details
o Controller Status, Data Protection Officer, and EU Representative
o Further Privacy Resources

PART |. GENERAL INFORMATION AND KEY TERMS

Who we are

Sift is a Software-as-a-Service (SaaS) company based in San Francisco, California. We help
our Customers detect and address fraud and other malicious behavior on their Customer Sites
using our proprietary real-time machine learning technology.

In doing so, we need to collect and process information about End Users who interact with
Customer Sites. Our cloud-based machine learning platform uses this information to predict
End Users intent and prevent fraudulent activity in real time.

We have three core product offerings for our Customers: Payment Protection (reduces
fraudulent payments), Account Defense (reduces fake account creation and prevents bad
actors from accessing trust-worthy accounts) and Content Integrity (protects Customer Sites
from malicious content). You can find out more about these offerings here.

How the Sift Services work
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Customers provide us with data and information about End Users and their interactions with
the applicabiesCustemeriSites thro ag i odroApplivaticn Brograrmmia g interfaces (ARIs). In
additiof] we ebiletd datal diréctlyFroml End Usels throughstaridard tradkiied feesten'sldgies (like
our JavaSeripheode oP8DK)pWhichidurCUsStomers tan @mbed v their Custormer Sites.\we
refer to all of this data as "Customer Data?’-Ca®dastribed in Part 1l below.

We then apply our proprietary modeling and algorithms to the Customer Data to produce
what we refer to as “Analytical Results”. These Analytical Results include a relative fraud
score which is a numerical indicator of the likelihood of fraud for a particular event on the
Customer Site (e.g., a purchase transaction, the posting of content, creation of a profile). For
example, our machine learning may assign a low score for the placement of an order of
clothing by an End User, which may mean for a particular Customer that this clothing order is
unlikely to be associated with fraud. In addition to the score, the Analytical Results include
supporting evidence for the score (e.g., top data inputs) and aggregated reporting and
insights.

The Analytical Results are used by Customers to assist them in identifying and preventing
fraudulent activity on their Customer Sites - our Customers use the results to decide what
action to take or not to take. For example, a Customer may choose to block a transaction if
they believe there is a high risk of it being a fraudulent transaction. Customers also provide us
with ongoing feedback on the accuracy of the Analytical Results by reviewing the activity on
their Customer Sites, which in turn improves our proprietary modeling and algorithms.

PART Il. WHAT WE COLLECT AND HOW WE USE IT

(A) END USERS

Information We Collect About End Users

Information provided by our Customers: Our Customers decide the type of Customer Data
they wish to send to Sift for analysis within the Sift Services. Our solutions and support teams
work closely with Customers to assess the utility of the specific Customer Data they send to
us. For example, Sift guides Customers as to whether a particular data type (e.g., billing
method) may be relevant in assessing the particular activity (e.g., likelihood of stolen payment
credentials). While it will depend on the specific product offering and Customer relationship,
the Customer Data that Customers typically send to us through our API integration include:

« Contact details (such as, your email address, postal address, phone number, and user
login);

« Information about your device (such as, your IP address, session ID, mobile/desktop
device properties, and metadata);

« Transaction information (such as, information about items you've purchased on
Customer Sites, currency codes, billing method, and partial credit card information); and

« Customer Site communication information (such as, feedback, messaging, reviews or
images you may have provided on or within Customer Sites).
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Information we automatically collect when you visit Customer Sites: As further explained

below, we ls&andidepiopcertainkstandatd travking techrisldgiesctol anfomatiealiiceollect
certaipdrfonaationrabed gousidevicelvihen yole interact Withtandalise ClistohereSiiesaSome
of thizdirfernation @including for exampie, youriFiaddress arid ¢eetain unigue idehtifiersjemay
identify a particular computer or device and fay<se "personal data" in some jurisdictions,
including the EU. Depending on whether you visit a Customer Site via an app or a webpage,
the information we collect includes:

« Browser and device information, such as the device type and model, manufacturer,
operating system type and version (e.g. iOS or Android), web browser type and version
(e.g., Chrome or Safari), user-agent, carrier name/code and country code, time zong, the
network connection type, IP address, hardware-based identifiers (e.g. MAC address),
host name, device identifiers (such as its iOS Identifier for Advertisers (IDFA),
Android/Google Advertising ID (AAID or GAID), canvas fingerprint, and characteristics
related to emulation or rooted (such as if your device is "jailbroken"), app name and
version. We also collect character set, host name, language, page title and URL, referrer
URL, number of fonts, fonts hash, number of plugins, plugins hash, screen height and
width, color depth, platform, cookie footprint, maximum touch points, JavaEnabled,
session storage, local storage, whether the resolution has been tampered, language or
0OS, whether ad blocking is enabled, whether do not track is enabled, flash socket IP and
flash identifier. The SDK will also collect phone-related metadata (battery level, device
properties, carrier name); and

 Information about an End User’s behavior on Customer's Sites, such as information
about the activities on those Customer Sites, session ID, session start/stop time,
timezone offset, and geolocation (including latitude and longitude coordinates, but only
if the Customer Site (like an app) has enabled location services on the device).

Information we collect from third party sources: We combine or enhance the information
we collect about you with limited information from third parties (such as, location data
providers or identity verification services). For example, we may work with a small number of
providers that match publicly-available information from social media with End Users' email
addresses provided to us, or provide us with a publicly-available address based on name or
the longitude/latitudinal of an address.

How We Use End Users Information and the Legal Bases

Sift only uses the Customer Data for the limited purposes of providing, maintaining, and
developing the Sift Services. Sift does not process Customer Data for any other purpose.

We base our processing of your personal information on: (i) our legitimate interests in
operating the Sift Services and better detecting and preventing fraud and malicious behavior
on Customer Sites; and (ii) our (and our Customers) legitimate interest in combating fraud and
maintaining safe online experiences for our Customers and their End Users.

If you have questions about or need further information concerning the legal basis on which
we collect and use your personal information, including any legitimate interests relied upon,
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please contact us as provided under the How to contact us section at the end of this Notice.
This website uses cookies and other tracking technologies for analytics,

How WerYseJracking, Technoelogies toiGellect informationfabeutbEndil/sefick here to learn

We 8% stah@ard #acking teehFofsgigsio alitematicallcollect ¢erain inferimation (s Use
described in the Information We Collect ABbG® EfdUsers section) from your device and/or
browser when you interact with Customer Sites so that we can use the information collected
for the limited purposes described above in this Notice.

We use the following tracking technologies:

 JS Snippet: A JavaScript code (“JS Snippet”), also called a tag or pixel, is a tiny snippet
of code inserted into the content of the Customer Site. You can disable JavaScript by
changing the settings on your browser. Information about the procedure to follow can
usually be found on your internet browser provider’s website via your help screen.

« Mobile "SDKs" or "Software Development Kits": These are blocks of code that are
embedded into a Customer app that allow Sift to collect certain information as further
described above. You can disable the collection of your information by Sift through the
SDK by accessing your mobile device settings and resetting your device ID by following
the most recent published instructions. This means that the device ID (along with any
information collected about that identifier) that was previously assigned to you will be
disassociated. This means that if (for example) at a later stage, you visit a mobile app
that is a Customer Site, we will not be able to use any of your past information, and you
will for all practical purposes be a new End User to our system. You may also stop the
collection of location information by particular apps by changing the preferences on
your mobile device.

» Canvas Fingerprinting: We use canvas fingerprinting, which is a tracking technique
that allows us to render graphic images from built-in features of HTML5 Canvas in your
browser. The canvas image is often rendered differently on different devices because of
a number of factors (such as, your web browser version, operating system and its
settings, and installed graphics hardware), and this will allow us to distinguish you from
other End Users. If you would like to disable canvas fingerprinting, you may choose to
disable JavaScript or download a browser extension that blocks canvas fingerprinting
techniques; however doing so may impair the functionality of the Sift Services.

When an End User views a Customer Site or uses a Customer’s mobile app, Sift servers are
notified, and we are able to collect information from the browser or application as described
above.

(B) AUTHORIZED USERS

Information We Collect About Authorized Users

Information you provide to us when you use the Sift Services: You (or your organization's
administrator) may provide certain personal information to us through the Sift Services - for
example, when you register for the Sift Services, when you consult with our customer support,
send us an email or communicate with us in any way in connection with the Sift Services.
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The personal information we collect may include:
This website uses cookies and other tracking technologies for analytics,

« Businesseontactinformaiien(suck aspyoue nameljobttitle; orgdlizatiereatidress) and

meneadlradtdnegs)your cookie settings. By continuing to browse, you agree to Sift's use

« Account log-in credentials (such as/fyourusername and password);

» Troubleshooting and support data (which is data you provide when you contact Sift for
help, such as, the products you use, and other details that help us provide support); and

- Payment information (if you pay for the Sift Services, our payment processor will
collect certain information required to process your payment, such as your credit card
numbers and associated identifiers, billing address and background information. Sift
does not store full credit card data).

If you ever communicate directly with us, we will maintain a record of those communications
and responses.

Information we collect automatically when you use the Sift Services: In connection with
your organization's deployment of the Sift Services, we may automatically collect certain
device and usage data about Authorized Users when they interact with and use the Sift
Services (we call this information "Usage Data"). We (or our third party service providers) use
cookies, web beacons, and other tracking technologies to collect some of this information.
Please review the Sift Website Cookie Notice for further information.

Usage Data may include:

» Usage data (such as, the dates and times you access the Sift Services, page views,
which activities and features you use, the links you click on, and how you interact with
the Sift Services);

» Device data (such as, IP address, device type, operating system and Internet browser
type, screen resolution, operating system name and version, device manufacturer, and
model);

« Device event information (such as, system activity, error reports (sometimes called
‘crash dumps'), and hardware settings); and

 Log files automatically generated during the use of the Sift Services (such as, access
times, hardware, and software information).

How We Use Authorized Users Information and the Legal Bases

We collect and process personal information for the purposes and on the legal bases
identified below. For these purposes, we combine data we collect from different contexts (for
example, from your use of two products within the Sift Services). We use this information to:

« Provide the Sift Services: We base our processing of your personal information on our
legitimate interests to operate and administer the Sift Services. For example, to process
transactions with you, authenticate you when you log in, provide customer support, and
operate and maintain the Sift Services;

https://sift.com/service-privacy
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- Promote the security of the Sift Services: We process your personal information by
trackingsuge of thhe St Senvices, asreating laggrégated, aior-perserial datal wWeeying
actBUME it actdity) ioniteringtsuspidisusar draddalent aetiviti listdhatrei g our

mMsEnts ahd policies) teothie extentthis iy riecessarydopduriegitimatediaterest in Proristing
the safety and security of the Sift Se#vices)systems, and applications and in protecting
our rights and the rights of others;

» To improve and develop the Sift Services: We use your personal information
(including Usage Data as described in the Information We Collect About Authorized
Users section) to identify trends, usage, activity patterns, and areas for integration and
improvement of the Sift Services so that we continually improve the Sift Services,
including adding new features or capabilities that make the Sift Services smarter, faster,
secure, integrated, and more useful to our Customers and their Authorized Users to the
extent it is necessary for our legitimate interests in developing and improving the Sift
Services, or where we seek your consent;

« To communicate with you about the Sift Services: We may send you service,
technical, and other administrative or transactional emails, messages, and other types of
notifications to in reliance on our legitimate interests in administering the Sift Services.
These communications are considered part of the Sift Services and in most cases you
cannot opt-out of them. If an opt-out is available, you will find that option within the
communication itself or in your account settings;

- Send you marketing communications: We will process your personal information to
send you marketing information, product recommendations, events, promotions,
contests, and other non-transactional communications (e.g. emails, telemarketing calls,
SMS or push notifications) about us in accordance with your marketing preferences as
necessary for our legitimate interests in conducting direct marketing or to the extent you
have provided your prior consent (please see the Unsubscribe from our mailing list
section below);

» To protect our legitimate business interests and legal rights: Where required by law
or where we believe it is necessary to protect our legal rights, interests, and the interests
of others, we use information about you in connection with legal claims, compliance,
regulatory, and audit functions, and disclosures in connection with the acquisition,
merger, or sale of a business; and

« With your consent: We use information about you where you have given us consent to
do so for a specific purpose not listed above. For example, we may publish testimonials
or featured customer stories to promote the Sift Services with your permission.

(C) SHARING INFORMATION WITH THIRD PARTIES

We may share and disclose information about End Users and Authorized Users in the
following circumstances:

« Vendors, consultants and other service providers
We may share your information with third party vendors, consultants, and other service
providers who provide data processing services to us and with whom the sharing of
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such information is necessary to undertake that work. If you are an Authorized User,

exampl&s\of thel ypecsf sepvice providersiineladeprocessing billing, greliding customer
sapport/ieenostiag\cur nfrastruttarenWearay Wse providens whdAsiisiereirodehivering

mording andufflineunarketiag optimizationsfiyolngrecan End Wser exarmplectithesse

types of service providers include: hostingloas.infrastructure and for data enrichment
purposes (described below). Prior to sharing data with a provider, Sift assesses the
provider'’s security controls to ensure the data is adequately protected.

Service Providers for Data Enrichment

We may share minimal Customer Data (e.g. email addresses) about End Users with
select third-party service providers (e.g., location data providers or identity verification
providers) for data enrichment purposes. Enriching data allows us to make more
informed fraud risk assessments. For example, we may work with providers that match
publicly-available information from social media with End Users' email addresses
provided to us or to obtain the longitude/latitudinal of an address. Prior to sharing data
with any data enrichment provider, Sift assesses the provider's security controls to
ensure the data is adequately protected. Sift requires that any information disclosed to a
provider is used only to perform their service and not for any incompatible purpose, and
only as allowed by applicable law.

Professional advisors

We may disclose your personal information to professional advisors, such as lawyers,
bankers, auditors and insurers, where necessary in the course of the professional
services they render to us.

Compliance with laws

We may disclose your information to any competent law enforcement body, regulator,
government agency court or other third party where we believe disclosure is necessary
(i) as a matter of applicable law or regulation, (ii) to exercise, establish or defend our
legal rights, or (iii) to protect your vital interests or those of any other person (see
below).

Vital interests and legal rights

We may disclose information about you if we believe it necessary to protect the vital
interests or legal rights of Sift, you or any other person.

Corporate Affiliates and Transactions

We may provide your information to our affiliates (meaning any subsidiary, parent
company or company under common control with Sift). Our affiliates will use your
information only for the purposes described in this Notice. Additionally, if Sift is involved
in a merger, acquisition or sale of all or a portion of its assets, your information may be
shared or transferred as part of that transaction, as permitted by law.

PART Ill. INTERNATIONAL TRANSFERS, SECURITY AND
DATA RETENTION

Processing of personal information in the US and other territories

https://sift.com/service-privacy
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Your personal information may be transferred to, and processed in, countries other than the
country in Which/§bai tre sesident Fheseccolintries avaythave date pratéction fawsthat are
differerit o thédl iaWs lofaouirceurdry Specificdily; oarisérversadreriatategliakine téniteld States,
andoarahird partysseevice providers and partners operatedroundaheowerddeTHis meansthat
when we collect your personal informatiomwzategprocess it in different countries. However,
we have taken appropriate safeguards to require that your personal information will remain
protected in accordance with this Notice.

EU-US and Swiss-US Privacy Shield Frameworks

With respect to personal information we receive in the United States concerning individuals in
the EU and Switzerland, we comply with the EU-US and Swiss-US Privacy Shield Frameworks
as set forth by the US Department of Commerce when we transfer personal information from
the European Union, the United Kingdom, and Switzerland to our servers in the United States
for processing. Please see our Privacy Shield Notice to learn more. If there is any conflict
between the terms in this Notice and the Privacy Shield Principles (as set out in the Privacy
Shield Frameworks), the Privacy Shield Principles shall govern.

Security safeguards

We use appropriate technical and organizational security measures to protect personal
information processed as part of the Sift Services against unauthorized access, disclosure,
alteration, and destruction. For the latest information about the controls we have in place to
safeguard personal information, view our Security Overview.

Data retention

We retain your personal information where we have an ongoing legitimate business need to
do so and for a period of time consistent with the original purpose as described in this Notice.
We determine the appropriate retention period for personal information on the basis of the
amount, nature and sensitivity of your personal information processed, the potential risk of
harm from unauthorized use or disclosure of your personal information and whether we can
achieve the purposes of the processing through other means, as well as on the basis of
applicable legal requirements (such as applicable statutes of limitation). If you are an End User
located in the EEA, we retain your personal information for up to four years from the data of
collection.

After expiration of the applicable retention periods, we will either delete or anonymize your
personal information or, if this is not possible (for example, because your personal information
has been stored in backup archives), then we will securely store your personal information
and isolate it from any further processing until deletion is possible.

PART IV. YOUR PRIVACY RIGHTS
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Depending on your location and subject to applicable law, you may have the following rights
with regard tespeesonial nformaticrewe contifotabeakiyauiechnologies for analytics,
personalisation, advertising and to enable certain functionality. Click here to learn
Accessyreview, change; update ordeletewourinfermatione to Sift's use
of cookies.
You can access, review, modify, and request deletion of any personal information that we

process about you, as required by law. You can send an email to privacy@sift.com to exercise
these rights.

Objection to processing of, or requesting restriction or portability of
personal information (EEA residents)

In addition, if you are a resident of the European Economic Area (“EEA") and we can properly
identify you, you can object to processing of your personal information, ask us to restrict
processing of your personal information or request portability of your personal information. To
exercise these rights, email privacy@sift.com.

Unsubscribe from our mailing list

You may at any time ask us to stop sending marketing communications to you, including by
clicking "Unsubscribe" in any e-mail communications we send you. If you have any questions
in relation to the "Unsubscribe" process, please feel free to get in touch via the contact details
set out below. If you choose to no longer receive marketing information, we may still
communicate with you regarding such things as your security updates, product functionality,
responses to service requests, or other transactional, non-marketing/administrative related
purposes.

Withdrawal of consent

If we have collected and process your personal information with your consent, then you can
withdraw your consent at any time. Withdrawing your consent will not affect the lawfulness of
any processing we conducted prior to your withdrawal, nor will it affect processing of your
personal information conducted in reliance on lawful processing grounds other than consent.
To withdraw your consent to any processing, email privacy@sift.com.

Right to complain to a data protection authority

You have the right to complain to a data protection authority about our collection and use of
your personal information. For more information, please contact your local data protection
authority. Contact details for data protection authorities in the EEA are available here.

We respond to all requests we receive from individuals wishing to exercise their data
protection rights in accordance with applicable data protection laws. To protect your privacy
and security, we may need to take reasonable steps to verify your identity before responding
to your request.
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PART V. OTHER IMPORTANT INFORMATION

This website uses cookies and other tracking technologies for analytics,

Childrenand 'Sensitvelnformatiom'e certain functionality. Click here to learn

more or change your cookie settings. By continuing to browse, you agree to Sift's use
We do not knowingly collect any informatiohcfeeri@hyone under 13 years of age, and in the
EEA under 16. Similarly, we do not knowingly collect or utilize any sensitive personal
information, such as health information, full financial account information, or government
identifiers. In the EEA, we do not knowingly collect or utilize any personal information
revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade
union membership, genetic or biometric data for the purpose of uniquely identifying an
individual, or data concerning an individual's health, sex life, or sexual orientation. We ask that
you not provide us with such information.

Changes to this Notice

We may revise this Notice from time to time in response to changing legal, technical or
business developments. The most current version of this Notice will govern our use of your
personal information. If we make any material changes to this Notice, we will post the updated
version here and notify applicable Customer and/or Users by email or by means of a
prominent notice on our website. You can see when this Notice was last updated by checking
the “last updated” or “effective” date displayed at the top of this Notice.

PART VI. HOW TO CONTACT US

Contact details

Please contact Sift with any questions or comments about this Notice or our privacy practices
at:

Sift Science, Inc.

Attn: Privacy Officer

123 Mission Street, 20th Floor
San Francisco, CA 94105
Email: privacy@sift.com

Controller Status, Data Protection Officer and EU Representative

If you are a resident in the EEA, Sift Science, Inc. is the controller of the personal information
(i.e., personal data under European data protection legislation) collected through the Sift
Services.

EEA data subjects may contact our Data Protection Officer by emailing dpo@sift.com.

If you are located in the United Kingdom or the EEA, you may contact Achieved Compliance
Advocacy, our appointed representative in the UK and the EU, at the following addresses:
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UK
By email: slft@privaeyeepsco.ukookies and other tracking technologies for analytics,
By maik 40 @ ford Road) \High Wy combe, Buckinghamshire, AiKHR1Yy.2ECk here to learn

EEAnore or change your cookie settings. By continuing to browse, you agree to Sift's use

By email: sift@gdprrepresentative.eu of cookies.
By mail: Singel 250, 1016 AB Amsterdam, Netherlands

Further Privacy Resources
Website Privacy Policy

Privacy Shield Notice

Security Overview

Website Cookie Notice

Terms of Service
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